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DISCLAIMER: 
 
The information herein has been obtained from sources believed reliable.  
While we do not doubt the accuracy of the information or its sources, we 
have not verified them and make no guarantee, warranty or 
representation about them.   
 
It is your responsibility to independently confirm the accuracy and 
completeness of the information.  You and your legal advisors should 
conduct a careful, independent investigation of the information herein to 
determine to your satisfaction the suitability of the information for your 
needs.  

Cyber Safety Starts with You 
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Fraud: 

Deception intended to result in personal gain 

ID Theft: 

Fraudulent acquisition of a person's private 
identifying information 

Cyber Crime: 

Fraud against individuals using the internet 

Overview 

Definitions 



Overview 



Cyber Risks 



Debit/Credit Card Skimming 

Be wary of ATMs, Gas pumps, Merchant 
terminals. Check your statements! 

Cyber Risks 



Cyber Risks 
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U.S. Credit Cards Tackle Fraud With 
Embedded Chips 

Card with a chip 

Cyber Risks 



A  couple were horrified when a hacker 
took control of their two-year-old 
daughter's baby monitor and started 
swearing and verbally abusing the 
toddler. 

Home WI-FI 
 
Baby monitor hacked by 
man who verbally 
abused couple's two-
year-old daughter  

Properly configure your home router. 

Cyber Risks 



Mobile Wi-Fi 

Do not use Wi-Fi if it is not secure. Use a hotspot 
protector; such as, Norton Hotspot. 

Cyber Risks 



Only click when you know and 
trust the sender or website. 

Clicking Links 

Clicking on a link in an email or 
on a website, or in a text message. 
Photos, music files and attachments may 
contain viruses. 

Cyber Risks 



Cyber Risks 

Clicking on a link 

or button or 

attachment in an 

email can 

download a virus 

to your computer. 



Cyber Risks 



If you think a text is legitimate, call the phone 
number you have on record, not the one 
provided in the message.  

Smishing 

Text messages 
compelling to victim to 
click on them or respond 
to them. 

Cyber Risks 



Social Networking 
 
Criminals use social sites 
to gain information about 
people in order to scam 
them. Or they plant 
viruses in links, photos, 
and other files. 

Avoid clicking on links, images, music files or 
any attachments on social websites. 

Cyber Risks 



Drive By Downloads 

Avoid clicking on websites not validated by 
your virus software (OK or checkmark icon). 

Internet Surfing 

Cyber Risks 



Drive By Downloads Internet Surfing 

Cyber Risks 

A customer tried to sign into Cash Manager. They 
received a "please wait" page.  During this time a 
fraudster logged in and created a wire transfer in the 
amount of $357,056.   

It was determined that they received this 
malware during a BING search. 



Mobile Malware 

A new breed of Russian malware, Svpeng, is 
targeting Android devices and looking for specific 
mobile banking apps on the phone. Upon finding a 
target, the phone is locked and hackers demand 
money in the form of Green Dot’s MoneyPak cards 
to unlock it.  

Cyber Risks 

Only download apps from reputable 
sources. Avoid clicking links. 



Know your retailer. Some Web sites display seals 
that vouch for security, but these can be faked. 

Shopping 

Stick with businesses you know with contact 
numbers and physical addresses. Use secure 
websites.  

Cyber Risks 



Officials displayed cash, cards and goods seized after the 
breakup of a 28-person credit card skimming ring. 

Check your statement often. 

Restaurants 

Workers copy credit 
card information 
and forge new credit 
cards with the stolen 
information. 

Cyber Risks 



Bogus tech-support phone calls 

Cyber Risks 

Hello. This is Microsoft Tech Support. Your PC has 
notified us that it has an infection.” 

•Access all information and documents stored on your computer 

•Track your typing so that they can log all your passwords, credit cards 

•Monitor your purchases, your email, your web browsing 

•Control your computer without your knowledge, using it to send viruses out to 

everyone on your email contacts list 

•Lock you out of your computer and damage or erase its contents 

Emerging risks next… 



Emerging Cyber Risks 
 
Can your car be hacked? From brakes to GPS, What’s vulnerable? 
 



Emerging Cyber Risks 

Apple Pay 

Using outdated iOS system 

Jailbreaking the phone 

Installing apps not trusted 

Not putting phone in lost 
mode immediately after it is 
lost 

 

 
 



Emerging Cyber Risks 

Ransomware 
 
At this time, the 
primary means of 
infection appears 
to be phishing 
emails containing 
malicious 
attachments.  



Reducing Risk 

We can take many steps and spend vast amounts 
of time to protect ourselves. 

 Following are a few of the most effective steps 
that will reduce the risk of fraud.  



Put a freeze on your credit report (and 
your childrens’) or subscribe to an id 
theft service. 

Website: www.equifax.com        (tel: 888-298-0045)  
Website: www.experian.com/consumer/security_freeze.html    (tel: 888-397-3742) 
Website: www.transunion.com/      (tel: 888-909-8872) 
 
   
 

The Three Credit Bureaus 

Reducing Risk 



Never respond to text messages, email 
or phone requests (or click links) unless 
you initiated the transaction. 
Verify, then trust. 
If a message is thought to be important, call the sender using the phone number 
you have on file. 

Reducing Risk 



Protect computing devices and smart 
phones by using firewalls, virus 
software, and keeping the operating 
system up to date. Stop 

WIFI 
Fraud 

Reducing Risk 



Other steps you can take: 

Get a password manager. 
Increase convenience while mitigating 
risks of using weak passwords. 

Reducing Risk 



The Best Password Managers (from PC Magazine) 

Reducing Risk 



Reducing Risk 

The Best Password Managers (from PC Magazine) 

$29.99 $0.00 



Other steps you can take: 

Check your statements 
Sign up for alerts 
Question suspicious transactions 

Reducing Risk 



Reducing Risks 

How Banks Can Protect You 

Provide secure website 

Provide text alerts for account activity 

Provide 2 factor authentication (business) 

Confirm suspicious transactions  

Require security training for employees 

continued 



Reducing Risks 

How Banks Can Protect You 

Observe federal/ state security regulations 

Provide awareness seminars for customers 

Provide fraud info on banking websites 

Frost Mobile Apps Security 

My Frost Security Profile 



Someone logged in as one of our customer’s. They added an account for 
transferring in and added a new payee for bill pay and then submitted a 
payment for $2,500.00.  
 
The customer received the notification and contacted the bank to question 
the email because they had not added accounts or created any payments.  
 
It was at this point, the bank saw the added transactions and therefore, 
canceled the transaction and deleted the accounts so there were no losses.  
 
The customer did state it appears the computer that is infected with 
possible malware is isolated to one computer. Since, this user also had fraud 
at one of her personal Non-Frost bank accounts. The fraudster’s malware 
allowed them to use the same IP address as our normal customer’s access. It 
was recommended that the customer scan and clean their computer.  
 

Cyber Safety Starts with You 



This is the first time that fraudsters have used sophisticated 
banking Trojan malware that allows remote access through 
the customer’s normal internet address. This type of malware 
has been around since mid-2012. 
 
The customer detected the incident from their confirmation 
email.  
 
Based on past incidents, customers call in to report fraud 
based on the email confirmation maybe once for every 20 
incidents.  

Cyber Safety Starts with You 



Have You Been Hacked? 

h t t p s : / / b r e a c h a l a r m . c o m  

The most elementary form of “hacking” involves getting a password. 

Reducing Risks 



Has your 
email been 
compromised? 

Reducing Risks 



Is a Website Safe? 

www.urlvoid.com 

Reducing Risks 



Has my phone been hacked? 

Reducing Risks 



1. Ensure systems are up to date 

2. Use dual controls 

3. Perform a daily reconcilement of accounts 

4. Read electronic notices and alerts 

5. Use dedicated pcs for banking activity 

6. Beware of links in all emails 

7. Contact an insurance provider (cyber liability) 

For Business 

Reducing Risk 



Cyber Risks 

On wire transfer requests, especially 

ones made by email: 
 
Verify them before you initiate them 
 
Verify them before that are approved 



Cyber Crime Resources 

ht t ps : / / shoul di changemypassw ord .com/  

http://www.idtheftcenter.org/scams/s_intro.shtml  

Has your email been hacked? 

Identity Theft Resource Center: 

Website: www.equifax.com        (tel: 888-298-0045)  
Website: www.experian.com/consumer/security_freeze.html    (tel: 888-397-3742) 
Website: www.transunion.com/      (tel: 888-909-8872) 
 
   
 

The Three Credit Bureaus 

http://www.consumer.ftc.gov/articles/0274-immediate-steps-
repair-identity-theft 

If you are a victim: 



Louis L. Barton 
CERTIFIED INFORMATION PRIVACY PROFESSIONAL 

Executive Vice President 

Avoiding  
Cyber Crime 

PROTECTING 
YOURSELF, YOUR 

FAMILY, YOUR 
BUSINESS 


